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Introduction 
Suspicious emails, including phishing attempts and social engineering 
attacks, are a constant threat to any organization’s security. To help 
protect yourself and our systems, we have recently upgraded to the 
Barracuda E-mail Protection Add-in. 

General guidelines on potentially harmful email 
 Report phishing emails immediately: If you suspect an email is 

phishing, use the Barracuda Email Protection button in the 
Outlook ribbon (screenshots follow this intro). This helps our team 
to investigate and take action quickly. 

 Do not reply to suspicious emails: Never respond to an email 
asking to be removed from a list or to stop sending messages. 
Instead, report it and move the email to your junk folder. 

 Do not add domains to the Allow List: Only Systems 
Administrators can add emails or domains to the sender or 
domain exemption list in Barracuda. 

 Be cautious with unexpected emails: Social engineering attacks 
often create a sense of urgency, claiming your account or 
credentials are compromised. Do not respond or click on any links. 
Report the email. 

 Verify unexpected communications: Many phishing attacks 
impersonate well-known vendors like Adobe, DocuSign, and 
Microsoft Teams. If you receive an unexpected email with 
documents or files, even from a known contact, do not reply or 
download attachments. Instead, contact the sender directly to 
confirm its legitimacy. 

 Watch for fake or trial accounts: Attackers may create fake 
accounts or trial subscriptions to send malicious links or files. 
Always verify the sender’s authenticity before taking any action. 
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If you have any questions or need assistance, contact the Help Desk by 
submitting a ticket or by calling (707) 524-1765. 

 

Locating the New Barracuda Reporting Button 
PC: Outlook in Chrome browser 

 

 

PC: Outlook desktop application 

 

 

Mac: Outlook in Safari browser 

 

https://srjc.topdesk.net/tas/public/login/saml
https://srjc.topdesk.net/tas/public/login/saml
tel:+17075241765
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Mac: Outlook desktop application 
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Using Barracuda Email Reporting for the first time 
Click on the Barracuda reporting button and the Phishing Report panel 
opens. Click Next. 
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Barracuda shows you the option to encrypt emails when needed. Click 
Next. 
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Authorize the tool by clicking the Authorize button. 
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Click the Allow button. 
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Ready to report an email 
Select the email that you want to report and then click Report email. 
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Choose from 4 different options when you report the email. 

If you are unsure then select the “I’m not sure” option. 
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You can choose to receive feedback 
You will see the Thank You message when completed. 
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